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Appendice B

ESEMPI DI PDU

Questaappendicecontieneunaseriedi pacchetti catturati dadiversereti locali con
un analizzatore di protocollo Sniffer v.3.0 della Network General. L'analizzatore &
stato programmato per fornireladecodificadei vari protocolli apartiredai livelli pit
alti del modello di riferimento OSl, sino agiungere al livello 2 (DataLink), oltre che
il pacchetto in esadecimale.

B.1 ESEMPIO DI DECODIFICA

La figura B.1 rappresenta un pacchetto LLC di tipo supervisory frame. Il
pacchetto ha unicamente la busta 802.3 e labusta 802.2. | primi 6 byte del pacchetto
contengono I'indirizzo di destinazionealivelloMAC (MAC-DSAP) ei secondi 6 byte
I'indirizzo di mittente alivello MAC (MAC-SSAP).

| due byte che seguono possono essere interpretati come protocol type (nel caso
cheil pacchettosiaEthernet, eallorail val ore contenuto deve esseremaggioredi 1500)
oppure come length (nel caso cheil pacchetto sia802.3, e allorail valore contenuto
deve essere minore uguale a 1500). In questo caso il valore &4 quindi si trattadi un
pacchetto 802.3 e il significato & length.

Segueil pacchetto LCC chehaLLC-DSAPelLLC-SSAPuguali a4. Talevalore
indicadel SAPLLC di tipo user defined ed in particolare la codifica4 indica che si
tratta di un pacchetto di SNA Path Control.

Segue il campo control che nei pacchetti di tipo supervisory e su due byte (se si
fosse trattato di un pacchetto unnumbered sarebbe stato su un byte sol o).

Non vi sono dati trattandosi di un supervisory frame.

I pacchetto non raggiunge la dimensione minima di 64 byte richiesta per la
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trasmissione su 802.3 e quindi vengono aggiunti 42 byte di padding.

Analizzando piu nel dettaglio il campo control, vediamo che si tratta di un
supervisory frame di sottotipo receiver ready (RR), che trasporta un NAK per il
pacchetto numero 92.

DLC: ---- DLC Header -----

DLC:

DLC: Frame 1 arrived at 17:46:30.5814; frame size is 60 (003C hex) bytes.
DLC: Destination = Station IBM 1A60BE

DLC: Source = Station 020000000040

DLC: 802.3 length =4

DLC:

Busta 802.3

LLC: - LLC Header -----

LLC:

LLC: DSAP =04, SSAP = 04, Command, Supervisory frame: RR, N(R) = 92, POLL

LLC:

DLC: Frame padding= 42 bytes Busta 802.2

ADDR HEX ASCII
0000 OB 00 5A 1A 60 BE 02 00][ 00 00 00 40 00 04 04 04[..Z."... J@][. ]
0010 OfL B9 00]00 (0 00 00 00 00 00 04 00 00 00 00 00 .....J.......
0020 00 0¢ 00 00 ¢0 00 00 00 00 00 00 00 00 00 00 00 .....}.........
0030 0004 00000000000 00000000 v

MAC-DSAP MAC-SSAP LENGT]
LLC-DSAP
\J Y
CONTROL LLC-SSAP
0000000 1]

Receiver N(R) =92 Poll

Ready

Supervisory
frame

Fig. B.1 - Esempio di decodifica.
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B.2 IBM

In questo sottoparagrafo sono riportati alcuni pacchetti appartenenti all'architet-
turadi rete IBM SNA.

B.2.1 SNA

Il pacchetto seguente & un pacchetto di bind di una sessione SNA di tipo LU 6.2,
imbustato in un pacchetto SNA path control, imbustato in un pacchetto LLC di tipo
information (L L C connesso o di tipo 2), imbustatoin un pacchetto 802.3 con un campo
dati di 94 byte.

DLC Destination = Sation |BM 1A60BE

DLC  Source St ati on 020000000040
DLC 802.3 length = 94

OL.C

LLC ----- LLC Header -----

LLC

LLC DSAP = 04, SSAP = 04, Command, | frame, NR =92, NS = 34
LLC

SNA - SNA Transni ssi on Header -----

S\A

SNA Fornmat identification (FID = 2

S\A

SNA Header flags = 2F

SNA 0010 .... = Format identification

SNA ... 11, = Only segnent

SNA .... ..1. = Address field negotiation flag
SNA .ev. ...1 = Expedited fl ow

SNA: Destination address = 01

SNA Qigin address = 01

SNA Sequence nunber = 0

S\A

SNA - - SNA Request Header (RH) -----

S\A

SNA RH byte 0 = 6B

SNA 0... = Command

SNA L11. = RU category is 'session control'
SNA 1 = FMor NS header follows
SNA 0.. = Sense data not incl uded
SNA 11 = Only RUin chain

SNA RH byte 1 =80

SNA 1.00 .... = Definite response requested
SNA 0. = Response bypasses TC queues
SNA 0 = Paci ng i ndi cat or
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00

Begi n bracket indicator

End bracket indicator

Gondi tional end bracket indicator
Change direction indicator
Character code sel ection indicator
Enci phered data i ndi cat or

Padded dat a i ndi cat or

o
1 A T | I T [ 1

----- SNA SG RU (Session Control) -----

SC code = 31 (BIND: Bind Session)
Type = 0 (Negoti abl e)

FMprofile = 19

TS profile =7

Primary flags
1...

J11 ...

. 0...

..0.

Secondary fl ags
1...

11 ...

. 0...

.. 0.

Common flags #1

Common flags #2
10. .
1.
1o

00. .
..0.

Secondary send
Secondary receive

BO
Mil tiple RU chains al |l oned
| medi at e request node
Definite or exception chain response
2-phase commt not supported
Conpression wll not be used
WII not send end bracket
BO
Miltiple RU chains all owed
| medi at e request node
Definite or exception chain response
2-phase comt not supported
Conpression will not be used
WII not send end bracket
DL
Recei pt of segments not supported
FM header s al | owed
Brackets are not used or reset states are | NB
Gondi tional bracket termination wll be used
Aternate code set will not be used
Sequence nunbers not avail able for sync points
Bl S not sent
Bl ND can be queued
Bl
Hal f-dupl ex flip-flop
Symetric responsibility for recovery
Prinary is contention w nner
Process alternate code as ASA | -7
Gontrol vectors are not included after the SLU
nane
HDX-FF reset state is SEND for the prinary
wi ndow si ze = 1 ((ne-stage paci ng)
wi ndow si ze = 0 (Adapti ve paci ng not
support ed)
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Maxi mum RU si ze sent by secondary LU = 480

Maxi rum RU si ze sent by primary LU = 480
Primary send w ndow si ze = 0 (Two-stage paci ng)
Primary receive window size =1

LUtype = 6
LU level =2
PS flags #1 = 10
...1 .... = Access security info field will be accepted
... ..0. = Aready verified indicator will not be accepted
PS flags #2 = 23
.01. .... = Synchronization confirm supported
00.. = Qperator controlled session reinitiation
.1. = Parallel session supported
.1 = Change nunber of sessions S variable flow
support ed
PS Flags #3 = 0X
0 = Contention-w nner will not deactivate session

0X
Private cryptography not supported
..00 .... Sessi on-1 evel cryptography not supported
0000 = Length of cryptography options = 0
Prinary LUpnane ="....K.... @@
Length of user data = 29
Wser data key = 0 (Structured subfields fol |l ow)
Structured data subfield nunber = 2 (Mbde nane)

Q ypt ogr aphy opti ons
00.. ...

Mde name = ".......

Structured data subfield nunber = 3 (Session instance
identifier)

Fornmat = 0

Session instance identifier = 07

Structured data subfield nunber = 4 (Network-qualified PLU
net wor k nane)

Network-qual i fied PLU network name = "....K.... @0B®

Length of user request correlation field =0

Length of secondary LU nane = 8

Secondary LU nane = "...... @

HEX AA |

08 00 5A 1A 60 BE 02 00 00 00 00 40 OO0 5E 04 04 ..Z " ...... on
44 B8 2F 00 01 01 00 OO 6B 80 00 31 00 13 07 BO D/..... k..1

BO DL BL010O0OF5F580 010602000 000000 ..........ov....
00 00102300000DCL D7rDr D6 4BD7 C3D4AC7T ... #....... K

F1 40 40 40 1D00 0802 DB DI CSE2EAD/I D703 .@D...........
030007 0E04CLD/rDf D64BDr G3DACIrF1L40 ......... K @
40 40 00 08 D7r D6 D8 C@ Cl1 E2 40 40 a....... @
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B.2.2 IBM Netbios

Il pacchetto seguente & un pacchetto SMB (Server Message Block) generato
probabilmentedaun persona computer, imbustato nel protocolloNetbios|BM (Netbeui),
imbustatoin un pacchetto LL Cinformation (LLC connesso o di tipo 2), imbustatoinun
pacchetto 802.3 generato da un elaboratore con indirizzo MAC 02-60-8C-74-11-78
(OUI = 02-60-8C, cioé 3Com). I pacchetto SMB richiede I'aperturadi un file remoto.
La codifica del SAP LLC user defined del Netbios IBM é FO. 1l pacchetto LLC ha
numero di sequenza 109 e porta un NAK per piggybacking del frame numero 29.

opc  ----- DL.C Header -----

D.C

DLC Frame 1 arrived at 09:18: 37.3543; frane size is 143 (008F hex)
byt es.

DLC Destination = Station 3Com 676974

DLC Source = Station 3Com 741178

DLC 802.3 length = 129

D.C

LLC  ----- LLC Header -----

LLC

LLC DSAP = FO, SSAP = FO, Command, | frame, NNR =29, NS = 109
LLC

NETB: ----- NETBI G5 Data Only Last -----

NETB:

NETB: Header length = 14, Data length = 111

NETB: Delinmiter = EFFF (NETBI C8)

NETB: Command = 16

NETB: F ags = X0

NETB: .... 0... = No Acknow edge_I ncl uded
NETB: .... .0.. = No Ack_ with _data_all owned
NETB: . 0. = No NO AKX indicator

NETB: Re-synch indicator = 0
NETB: Response correl ator = 166B
NETB. Renote session nunber = 25
NETB. Local session nunber = 1

NETB:

SMB: ----- SMB (pen & nore Command -----
SMB:

SMB: Function = 2D (pen & nore)

SMB: Tree id (TID = 0818

SMB. Process id (PID = 0005

SMB. Miltiplex id (MD = 0794
SMB: File pathname = "\ 3C0OM MBBENCH SYNC. Qv
SMB:  Additional information = 0001

SMB: veii vvev wvw. 0., = Notify about another file open
SMB: it veve vvve. .0, =Donot lock file
SMB: et vvve v ..l = Return additional infornation
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Fil e open node = 0040

0 R Not wite through node

Shared open (allow others to read/wite/
execut e)

Qpen file for reading

.100 .. ..
N 00 [0
Search attributes = 0016

P

0...

1.

.1
Attribute flags = 0020
.0 ...,

0...

.0..

File(s) not changed since |ast archive
Drectory file(s)

No vol une | abel info

Systemfil e(s)

H dden fil e(s)

No read only file(s)

Fil e(s) changed and not archived
No directory file(s)
No vol une | abel info
No systemfile(s)

. 0. No hidden file(s)
ceii veie vvv. ...0=Noread only file(s)
QO eation date: none supplied
Qpen function = 0001
. ..0.... =If file doesn't exist,
.01 =If file exists, open it
Bytes to reserve on create or truncate = 0
Tine to wait for conpletion: defaul t

fail

SMB Read & nore Command

Function = 2E (Read & nore)

Fi I e handl e = 0000

Ofset infile=0

Maxi mumread count = 4096 bytes

M ni mumread count 0 bytes

Tine to wait for conpletion: no del ay
Bytes renmaining to read = 0

End of SMB chain

02 60 8C 67 69 74 02 60
DA 3A OE 00 FF EF 16 00
FF 53 4D 42 2D 00 00 00
00 00 00 00 00 00 00 00
OF 2E 00 58 00 01 00 40

00 01 00 00 00 00 00 FE
00 5C 33 43 4F 4D 5C 4D

59 4E 43 2E 43 4D 44 00
00 00 00 00 10 00 00 00

Cortesia della ssgrr.it -

8C 74 11 78 00 81 FO FO
00 00 00 00 6B 16 19 01
00 08 00 00 00 00 00 00
18 08 05 00 00 00 94 07
00 16 00 20 00 00 00 00
FF FF FF 00 00 00 00 17
53 42 45 4E 43 48 5C 53
OA FF 00 00 00 00 00 00
00 00 00 00 00 00 00
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B.2.3 IBM Network Management

Il pacchetto seguente & un pacchetto di network management (LLC-DSAP=F4).
Si trattadi un unnumbered frame cui corrisponde un campo LLC control di un byte
contenente il valore 03. |l pacchetto é trasmesso in multicast alivello MAC all'indi-
rizzo 03-00-00-00-00-10.

opc  ----- DL.C Header -----

D.C

DLC Frame 45 arrived at 00: 03: 39. 1305; frame size is 109 (006D hex)
byt es.

DLC Destination = Milticast 030000000010

ODLC  Source = Stati on 02000000805E

DLC 802.3 length = 95

D.C

LLC  ----- LLC Header -----

LLC

LLC DSAP = F4, SSAP = B4, Command, Unnunbered frane: U
LLC

IBMM  ----- | BM Net wor k Managenent -----

| BMAM

| BMAM  Uhknown maj or vector code poi nt = 9006

| BMA\M Unknown conpl ex subvector code poi nt = 8001

| BMNM R ng nunber = 000

| BM\M (Vérning: Next vector should be length 6 but is 10)
| BM\M Nunber of alternate LAN Managers = 49152

| BM\M (Vérning: Next vector should be length 6 but is 8)
| BMA\M R ng status = 0000 (Qperational)

| BM\M MAC address = | BM 000000

| BMAM Port | nformation

| BM\M (Warni ng: Next vector should be length 12 but is 6)
| BMNM Password key = ""

| BMA\M Uhknown atomi c vector type Q00C

| BMA\M Status code = 0000 (Control |ost)

| BMA\M Reason code = 0000 (Nornmal term nation)

| BM\M Uhknown atomic vector type QOOF

| BM\M (Warni ng: Next vector should be length 14 but is 8)
| BMAM Mcrocode | evel =""

| BMA\M (Warni ng: Next vector should be length 10 but is 8)
| BM\M Status = 00000010

| BMWAM

IBMAM [Normal end of "I1BM Network Managenent”. ]

| BMAM

ADDR  HEX ASA |

0000 03 00 00 00 00 10 02 00 00 00 80O 5E00 5F F4A E4 ........... A,

0010 03 00 5C 90 06 00 26 80 01 00 06 40 05 00 00 00 ..\...&...@...
0020 OA QO 04 @) 00 00 00O OO 00 00 08 W 05000000 ................
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0030 00 00 OA 40 02 10 00 5A 00 00 00 00 3280 0300 ... @..Z...2...
0040 06 ) OB 00 OO0 00O 06 GO OC 00 00 00O 06 W ODOO ................
0050 00 00 06 ) OE OO OO0 OO 06 O OF 00O 0O 00O 08 A0 ................
0060 10 00 00 00 01 00 0B ) 11 00 OO OO 10  ........enn.

B.3 TCP/IP

| pacchetti riportati nei seguenti sottoparagrafi appartengono tutti all'architettura
di rete TCP/IPchecomprendenonsoloi protocolli TCPel P, maanchemolti altri quali
UDP, ARP,BOOTP, ecc., echepiuingeneraleandrebbedefinita”internet technol ogy".

B.3.1 Telnet

Il seguentepacchetto égenerato dall'applicazionetel net cheforniscelafunzionalita
di terminale virtuale di un host remoto. Il pacchetto telnet & imbustato nel protocollo
TCP, imbustato nel protocollo IP, imbustato in un pacchetto MAC di tipo Ethernet.
Infatti i due byte che seguono i MAC address contengono il val ore esadecimale 0800
che & maggiore di 1500 e quindi indica un pacchetto Ethernet ed assumeil significato
di protocol type (800 &il protocol typedell'l P). 11 pacchetto hadueindirizzi MAC di tipo
singolo, uno corrispondente ad una scheda IBM (OUI = 08-00-5A) e l'altra ad una
scheda su cui opera anche il protocollo DECnet fase IV (OUI = AA-00-04). Cheiil
pacchetto provenga da un'applicazione telnet risulta evidente poiché la source port
nell'header TCP & 23, che é quellaassociata al telnet.

opc  ----- DL.C Header -----

D.C

DLC Frame 2 arrived at 16:55:17.7676; frane size is 60 (003C hex)
byt es.

DLC Destination = Stati on DEChet 009A7D

DLC Source = Station |BM 1A60BE

DLC Ehertype = 0800 (1P

D.C

P ----- I P Header -----

| P

I P Version = 4, header length = 20 bytes

I P Type of service = 00

I P 000. = routine

I P ...0.... = nornal del ay

I P .... 0... = nornal throughput

1P 0.. =norrmal reliability

I P Total length = 44 bytes
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1P Identification = 22755

1P Flags = 0X

I P .0.. .... = may fragnent

I P ..0. .... =last fragnent

1P Fragnent offset = 0 bytes

I P Tine to live = 60 seconds/ hops

I P Protocol =6 (TCP)

I P Header checksum = 1853 (correct)

I P Sour ce address = [130.192. 4. 18]

I P Destination address = [130.192. 4. 4]
I P No options

| P

TP, ----- TCP header -----

TCP:

TCQP. Source port = 1044

TCP. Destination port = 23 (Tel net)

TGP Initial sequence nunber = 866657824
TCP:  Acknow edgnent nunber = 1449600001
TCP. Data offset = 24 bytes

TGP Hags = 12

TGP ..0. .... = (No urgent pointer)
TP ...1 .... = Acknow edgnent
TP .... 0... = (No push)

TP .... .0.. = (No reset)

TP .... ..1. = SWN

TCP: .. ...0=(N0o FIN

TGP Wndow = 16384

TCP.  Checksum = 722D (correct)
TCP.

TCP. ptions foll ow

TCP.  Maxi mum segnent size = 1451
TCP:

ADDR  HEX AQ |

0000 AA 00 04 00 9A 7D 08 00 5A 1A 60 BE 08 00 45 00 ..... }..Z2 ... E
0010 00 2C 58 E3 00 00 3C06 185382 W 041282 M .,X..<..S.....
0020 04 04 04 14 00 17 33 AB 26 20 56 67 24 01 60 12 ...... 3.&Vgs. .
0030 40 00 72 2D 00 00 02 04 05 AB 00 00 @r-........

B.3.2 Bootp

Bootp € un protocollo per il bootstrap di stazioni diskless. La richiesta di
downloading del sistemaoperativo vieneinviatain broadcast (MAC-DSAP = FF-FF-
FF-FF-FF-FF). I pacchetto bootp viene imbustato in un pacchetto UDP, che viene
imbustatoinun pacchetto| P, chevieneimbustatoinun pacchetto Ethernet. Nell'header
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IP éindicato cheil protocollo sovrastante € UDP (Protocol = 17), mentre nell'header
UDPeindicato chesi trattadell'applicativo Bootp (Source port = 68). Lastazioneche
hainviato il pacchetto monta una scheda 802.3 Digital (OUI = 08-00-2B).

opc  ----- DLC Header -----

D.C

DLC Frame 6 arrived at 00:48: 05.8680; frane size is 342 (0156 hex)
byt es.

DLC Destination = BROADCAST FFFFFFFFFFFF, Broadcast E her net

DLC Source = Station DEC 28C3A5

DLC Ehertype = 0800 (IP)

D.C

P ----- I P Header -----

| P

I P Version = 4, header length = 20 bytes

I P Type of service = 00

I P 000. = routine

I P ...0.... = nornal del ay

I P .... 0... = nornal throughput
1P 0.. =nornmal reliability

I P Total length = 328 bytes

I P Identification = 17069

1P Flags = 0X

I P .0.. .... = may fragnent

I P ..0. .... =last fragnent

1P Fragnent offset = 0 bytes

I P Tine to live = 30 seconds/ hops

I P Protocol = 17 (UDP)

I P Header checksum = 58F9 (correct)
I P Sour ce address = [0.0.0.0]

I P Destination address = [255. 255. 255. 255]
I P No options

P

Source port = 68 (Bootp client)
Destination port = 67

Length = 308

No checksum

----- BOOTP Header -----

Boot record type = 1 (Request)
Hardware address type = 1 10M E hernet
Har dwar e address length = 6 bytes

LELEELEEEE

Hops = 0
BOOIP. Transaction id = 26423391
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BOOTP: H apsed boot tine = -21640 seconds
BOOTP:

BOOTP. dient self-assigned | P address
BOOTP. dient hardware address
BOOTP:

BOOTP. Host nane "
BQOTP: Boot file nane "
BOOTP:
BQOTP: Vendor Information tag = 63825363
BAOTP: Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP: Pad byte

BOOTP: Pad byte

BOOTP: Pad byte

BOOTP: Pad byte

BOOTP. Pad byte

BOOTP: Pad byte

BOOTP: Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

BOOTP. Pad byte

[0.0.0.0] (Unknown)
DEC 28C3A5
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BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP:
BOOTP-

Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte
Pad byte

ADDR  HEX
FF FF FF FF FF FF 08 00
48 42 AD 00 00
FF FF 00 44 00 43

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00A0
00BO
00Q0
000
00E0
00F0
0100
0110
0120
0130
0140
0150

01

33
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

91 AB 78
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00 00 00 00 00 00
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1E 11
01 34
00 00
08 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
63 82
00 00
00 00
00 00

2B 28 &3
58 F9 00
00 00 01
00 00 00
2B 28 &3
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
53 63 00
00 00 00
00 00 00
00 00 00

A5
00
01
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

08 00 45

06 00 26
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

00

681
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B.3.3 ARP/RARP

Il protocollo ARP/RARP serve per mantenere unatabelladi corrispondenzatragli
indirizzi di livello 3 IP egli indirizzi di livello 2 MAC. In questo caso |a stazione con
MAC-DSAP 00-00-0C-00-4D-10 e IP address 130.192.2.17 (un router Cisco) vuole
scoprirel'indirizzo MAC dellastazione che haindirizzo IP 130.192.2.46 eatal fine nel
pacchetto ARP/RARP specifica un target hardware address = 00-00-00-00-00-00. La
richiestaeinviataconunpacchetto Ethernetinbroadcast. || protocol typedi ARP/RARP
e 806.

opc  ----- DLC Header -----

D.C

DLC Frame 164 arrived at 00:48:09.9282; frane size is 60 (003C hex)
byt es.

DLC Destination = BROADCAST FFFFFFFFFFFF, Broadcast E her net

DLC Source = Station dsco 004D10, GARR gw

DLC Ehertype = 0806 (ARP)

D.C

ARP: - ARP/ RARP frane -----

ARP.

ARP. Hardware type = 1 (10M E hernet)
ARP.  Protocol type = 0800 (IP)
ARP.  Length of hardware address
ARP.  Length of protocol address
ARP.  (pcode 1 (ARP request)
ARP.  Sender's hardware address = d sco 004D10, GARR gw
ARP.  Sender's protocol address = [130.192.2.17]

ARP.  Target hardware address = 000000000000

ARP.  Target protocol address = [130.192. 2. 46]

6 bytes
4 bytes

ADDR  HEX A |

0000 FF FF FF FF FF FF 00 00 0C 00 4D 10 08 06 00 01 .......... M....
0010 08 00 06 04 00 01 00 OO 0OCO0 4D 10 82 AW 02 11 .......... M....
0020 00 00 00 00 00 00 82 W 02 2ZE4A9AE 68 O3 FD .......... J..h..
0030 00 00 00O OO OO 00 0563 73656C74  ....... csel t

B.3.4 RWHO

Rwho e un applicativo che appartiene a gruppo Runix, cui appartengono anche
rcp, rlogin, ecc. Rwho inviain broadcast a cune informazioni relative ad un elabora-
tore, quali gli utenti collegati, la percentuale di utilizzo, il tempo intercorso dal
bootstrap, ecc. Il pacchetto Rwho & imbustato in UDP, che € imbustato in IP, che &
imbustato in Ethernet. La porta UDP di Rwho &€ 513.
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DG ----- DLC Header -----

DLC Frane 223 arrived at 00:48: 11.3466; frame size is 102
(0066 hex) bytes.
DLC  Destination = BROADCAST FFFFFFFFFFFF, Broadcast Et her net

DLC  Source = Sation HP 1375F0
DLC Ehertype = 0800 (1P

o.C

P ----- | P Header -----

| P

I P Version = 4, header length = 20 bytes

I P Type of service = 00

I P 000. = routine

I P ...0 .... = nornal del ay

I P .... 0... = nornal throughput
1P 0.. =nornmal reliability

I P Total length = 88 bytes

1P Identification = 19497

1P Flags = 0X

I P .0.. .... = may fragnent

I P ..0. .... =last fragnent

1P Fragnent offset = 0 bytes

I P Tine to live = 30 seconds/ hops

I P Protocol = 17 (UDP)

I P Header checksum = 458C (correct)
I P Sour ce address = [130. 192. 2. 97]
I P Destination address = [130. 192. 2. 255]
I P No options

UoP.
WDP.  Source port = 513 (Renote who)
UDP. Destination port = 513
WDP. Length = 68

WDP.  Checksum = C57C (correct)

Ruhix; ----- Rermote who frane -----

Ruix: Version =1

Rui x: Type = 1

Runi x: Send time = 30-May-94 22:41:30 GV

RUhi x: Receive tine = 0

RuUhi x: Host = "neucci "

RUni x: Load average = 0.00 (5-mnute), 0.00 (10-nminute),
0.00 (15-minute)

RUni x: Boot time = 19-Apr-94 18:02: 03 GVII

RUni x: Nobody | ogged on

Rui x: [Normal end of "Renote who frame".]
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ADDR  HEX A |
0000 FF FF FF FF FF FF 08 00 09 13 75 FO 08 00 45 00 .....
0010 00 58 4C 29 00 00 1E 11 45 8C82 M 02 61 82 A .X).
0020 02 FF 02 01 02 01 00 44 C5 7C01 01 00 00 2D EA .....
0030 6B 9A 00 00 00 00 6D 65 75 63 63 69 00 00 00 00 k....
0040 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 OO0 .....
0050 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 .....
0060 00 00 2D B4 1C 9B
B.3.5 NFS

RETI LOCALI: DAL CABLAGGIO ALL'INTERNETWORKING

...E...a.

NFS é il Network File System, un file system distribuito su rete e concepito
esplicitamente per il mondo internet. Il pacchetto NFS & imbustato in RPC (Remote
Procedural Call), cheéimbustatoin UDP eviadi seguito. RPC elaporta1021 di UPD
e NFS éil Program = 100003 di RPC. Tali numeri di porta non sono previsti dallo
standard RFC 1340, ma sono generati dinamicamente dall'applicativo "portmap".

D.C
D.C
D.C

D.C
D.C
D.C
D.C
| P
I P
| P
| P
| P
I P
I P
I P
I P
I P
| P
I P
I P
I P
I P
I P
I P
I P
I P
I P
1P

Fr ame
(0116
Destin
Sour ce
Et hert

\ersi o
Type o

Tot al

I denti
Fl ags
.0..

.. 0.
Fragme
Tine t
Prot oc
Header
Sour ce
Destin
No opt

DLC Header -----

154 arrived at 00:48:09.8085; frame size is 278
hex) bytes.

ation = Station dsco 004D10, GARR gw

Sation DEC 37E61F
ype = 0800 (IP)

n = 4, header length = 20 bytes

f service = 00
000. routine
B O R nornal del ay

. 0... nor nal t hr oughput
e .00 nornal reliability
length = 264 bytes
fication = 44847
= 0X

= rmay fragnent

= last fragnent
nt offset = 0 bytes
o live = 30 seconds/ hops
ol =17 (WP
checksum = E027 (correct)
address = [130.192. 5. 4]
ation address = [130.192. 2. 10]
i ons
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0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00A0
00BO

Appendice B - Esempi di PDU 685

UDP Header

Source port = 1021 (Sun RPQ
Destination port = 2049
Length = 244

Checksum = 85A2 (correct)

SN RPC header

Transaction id = 2142883117
Type = 0 (Gl l)
RPC version = 2
Program = 100003 (NFS), version = 2
Procedure = 8 (Wite to file)
Qedentials: authorization flavor = 1 (Uhix)
len = 40, stanp = 770312100

nmachi ne = pol pl 5. polito.it

uid = 2029, gid = 2000

1 other group id(s):

gid 2000
Verifier: authorization flavor = 0 (Null)
[Verifier: O byte(s) of authorization data]

[Normal end of "SUN RPC header".]

Proc = 8 (Wite to file)

Fi | e handl e = 0A1500001A1000008AB3070802000000
B8B2067B000000000000000000000000

O fset = 131072

[108 byte(s) of data]

[Normal end of "SUN NFS'.]
HEX

00 00 OC 00 4D 10 08 00
01 08 AF 2F 00 00 1E 11

2B 37
E0 27

E6 1F 08 00 45 00 ....M..
82 W050482 Q@ .../..... '

02
00
00
00
69
07
00
00
00
20

OA 03 FD 08 01 00 F4

00
08
10
74
DY)
00
00
00
20

00 00 00 02 00 01
00 00 00 01 00 00
70 6F 6C 70 6C 35
00 00 07 ED 00 00
00 00 00 00 00 00
8A B3 07 08 02 00
00 00 00 00 00 00
00 00 00 6C 00 00
32 30 34 39 20 44

85 A2
86 A3
00 28
2E 70
07 DO
00 00
00 00
00 00

TEFBOD2D0000 ............. -

00 00 00 02 00 00
2D EA 07 A4 00 00
6F 6C 69 74 6F 2E
00 00 00 01 00 00
OA 15 00 00 1A 10
B8 B2 06 7B 00 00
00 02 00 00 00 02

00 6C 20 20 20 20 20 20

27 41

47 4F 53 54 49 4E

..... (I
2049 D AGSBTIN
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00Q0 4F 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 O

00D0 20 20 20 20 20 OA 20 20 63 70 75 20 3A 20 20 35 . cpu: 5
OOE0 2E 36 36 20 73 65 63 2E 20 OA 20 20 20 20 20 20 .66 sec.

O0OF0 20 20 32 30 35 30 20 4D 4F 54 54 41 20 20 20 20 2050 MOTTA
0100 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

0110 20 20 20 20 20 OA

B.3.6 TFTP

Il TFTPé&il Trivia File Transfer Protocol utilizzato per effettuare un filetransfer
molto semplici su internet. TFTP e associato alla porta 69 di UDP che @imbustato in
IPecosi via. Inquestocasoil TFTPchiededi leggereil file\config.syssul calcolatore
conindirizzo1P128.1.0.1 eindirizzo MAC 00-00-C0O-E5-8C-11. || calcolatore monta
una scheda di rete locale Western Digital (OUI = 00-00-C0).

DG ----- DLC Header -----

D.C

DLC Frame 3 arrived at 13:41:17.9026; frane size is 75 (004B hex)
byt es.

DLC This frame is dated 17 day(s) after capture started.
DLC Destination = Station VgtD gE58ClL1

DLC Source Station VétD g488Cl1
DLC Ehertype = 0800 (1P

D.C

P ----- | P Header -----

| P

I P Version = 4, header length = 20 bytes
1P Type of service = 00

1P 000. = routine

I P ...0 .... = nornal del ay

I P .... 0... = nornal throughput
1P 0.. =norrmal reliability

I P Total length = 61 bytes

1P Identification = 1

1P Flags = 0X

I P .0.. .... = may fragnent

I P ..0. .... =last fragnent

I P Fragment offset = 0 bytes

I P Tine to live = 255 seconds/ hops

I P Protocol = 17 (UDP)

I P Header checksum = BBA9 (correct)
I P Sour ce address = [128.1.0. 2]

I P Destination address = [128. 1. 0. 1]
I P No options

P
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UDP Header

Source port = 1004 (TFTP)
Destination port = 69
Length = 41

Checksum = BBED (correct)
Trivial file transfer

pcode = 1 (Read request)
File name = "\config. sys"
Mbde = "netascii"

*** 10 byte(s) of additional

[ Abnor nal

HEX

data present ***

end of "Trivial file transfer".]

687

00 00 @ E5 8C 11 00 00
00 3D 00 01 00 00 FF 11
00 01 03 EC 00 45 00 29
66 69 67 2E 73 79 73 00
00 00 00 00 00 00 00 00

B.3.7 DNS

Q0 48 8C 11 08 00 45 00
BBA9 80100028001 .=.............
BB ED 00 01 5C 63 6F 6E ..... E)....\con
6E 65 74 61 73 63 69 69 fig.sys.netascii
00 00 00

Il DNS e il Domain Name Service, cioé quell'applicativo di rete che serve per
tradurrei nomi negli indirizzi IPeviceversa. DNSsi appoggiasullaporta53 di UDP,
UDP viene imbustato in IP, ecc. La query DNS vuole scoprire I'indirizzo dell'host
ercole.polito.it.

oc  ----- DL.C Header -----

D.C

DLC Frame 728 arrived at 00:48:24.2087; frane size is 76 (004C hex)
byt es.

DLC Destination = Station DEOhet 00E97D, ERCCOLE
DLC Source = Sation DEC 18122

DLC Ehertype = 0800 (IP)

D.C

P ----- I P Header -----

| P

I P Version = 4, header length = 20 bytes

I P Type of service = 00

I P 000. = routine

I P ...0 .... = nornal del ay
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RETI LOCALI: DAL CABLAGGIO ALL'INTERNETWORKING

. 0... = normal throughput
co.. .0.. = nornal reliability

Total length = 62 bytes
I dentification = 15103
Flags = 0X
.0.. .... = may fragnent
..0. .... =last fragnent
Fragnent offset = 0 bytes
Tine to live = 30 seconds/ hops
Protocol = 17 (UDP)
Header checksum = 5623 (correct)
Sour ce address = [130. 192. 3. 12]
Destination address = [130.192. 3. 1]
No options

----- UDP Header -----

Source port = 2076 (Domai n)
Destination port = 53
Length = 42

Checksum = B149 (correct)

----- Internet Donain Name Service header -----

I D = 9346

Flags = 01

.000 O...
.. 0.

Flags = 0X

...0 .... = Whicast packet

Question count = 1, Answer count =0

Authority count = 0, Additional record count = 0

Comrand

Query

Not truncated
Recur si on desired

Question section:
Nane = ercole.polito.it
Type = Host address (A 1)
dass = Internet (IN 1)

[Normal end of "Internet Domai n Nane Service header”.]

HEX AQ |

AA 00 04 00 E9 7D 08 00 2B 18 1C22 08 00 45 00 ..... }..o+."E
00 BE3AFF0000 1IE11 562382 @M030C82Q .>..... VE#. ..
03 01 08 1C 00 35 00 2A Bl 49 24 82 01 00 00 01 ..... 5*18.....
00 00 00 00 00 00 06 65 72 63 6F 6C 65 06 70 6F ....... ercol e. po
6C 69 74 6F 02 69 74 00 00 01 00 01 lito.it.....
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B.3.8 X Windows

X Windows & indubbiamente uno degli applicativi piu interessanti e moderni che
possono essere trasportati su unareteinternet. | pacchetto X Windows in oggetto chiede
di visudizzarelascritta New mail onnodePOL 88B fromIN%'VANNOZZI @NISGARR.IT"
"DanieleVannozzi"" suunafinestraX, collocatasull'host conindirizzo1P130.192.5.41
eindirizzo MAC 08-00-2B-39-02-21. Larichiesta e associataallaporta6000 di TCP
ed égeneratadall'host con nomePOL88B, indirizzo1P130.192.2.16 eindirizzoMAC
AA-00-04-00-92-7D.

DG ----- DLC Header -----

o.C

DLC Frane 860 arrived at 00:48:27.3165; frane size is 274
(0112 hex) bytes.

DLC Destination = Sation DEC 390221

DLC  Source = Station DECet 00927D, PCL88B
DLC Ehertype = 0800 (IP)

oC

P - | P Header -----

IP.

1P Version = 4, header length = 20 bytes

I P Type of service = 00

I P 000. = routine

I P ...0 .... = nornal del ay

I P .... 0... = nornal throughput
1P 0.. =nornmal reliability

I P Total length = 260 bytes

I P Identification = 36610

1P Flags = 0X

I P .0.. .... = may fragnent

I P ..0. .... =last fragnent

1P Fragnent offset = 0 bytes

I P Tine to live = 60 seconds/ hops

I P Protocol = 6 (TCP)

I P Header checksum = E238 (correct)
I P Sour ce address = [130. 192. 2. 16]
I P Destination address = [130.192. 5. 41]
I P No options

P

TP ----- TCP header -----

TCP:

TCQP. Source port = 4005

TCOP. Destination port = 6000 (X Wndows)
TCP.  Sequence nunber = 941492665

TCP.  Acknow edgnent nunber = 84081
TCP. Data offset = 20 bytes

TCP. Fags = 18
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TGP ..0. .... = (No urgent pointer)
TP ...1 .... = Acknow edgnent
TP .... 1... = Push

TGP .... .0.. = (No reset)

TP .... ..0. = (No SWN

TP .... ...0=(No FIN

TCP:  Wndow = 6144

TCP.  Checksum = 9800 (correct)

TCP:  No TCP options

TCP.  [220 byte(s) of data]

TCP.

XWN ----- X Wndows -----

XWN

XWN Request opcode = 70 (Poly Fill Rectangle)

XWN Drawabl e = 00300015, @ aphi cs context = 0030001A

XWN X =70, Y =464, Wdth = 11, Height = 20

XWN

XWN Request opcode = 56 (Change QO

XWN @G aphi cs context = 00300016

XWN  Val ue nask = 00010000

XWN @ aphics exposures = 1 (True)

XWN

XWN Request opcode = 62 (Copy Area)

XWN Source drawabl e = 00300015

XWN Destination drawabl e = 00300015

XWN @G aphics context = 00300016

XWN Source X =4, Y =24

XWN Destination X =4, Y =4

XWN Wdth = 880, Height = 460

XWN

XWN Request opcode = 61 (dear Area)

XWN Exposures = 0 (Fal se)

XWN Wndow = 00300015

XWN X =4, Y =464, Wdth = 880, Height = 20

XWN

XWN Request opcode = 104 (Bel l)

XWN Percent =0

XWN

XWN Request opcode = 76 (I nage Text 8)

XWN Drawabl e = 00300015, @ aphi cs context = 00300027

XWN X =4, Y =479

XWN String = "New nail on node PQL88B from | N6 VANNZZI @N S. GARR | T"
"Dani el e Vannozzi ""

XWN

XWN Request opcode = 62 (Copy Area)

XWN Source drawabl e = 00300015

XWN Destination drawabl e = 00300015

XWN @G aphics context = 00300016

XWN Source X =4, Y =24
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XWN
XWN
XWN
XWN
XWN
XWN
XWN
XWN

Destination X =4, Y=4
Wdth = 880, Height = 460

Request opcode = 61 (A ear Area)
Exposures = 0 (Fal se)

W ndow = 00300015

X =4, Y =464, Wdth = 880, Height = 20

HEX
0000 08 00 2B 39 02 21 AA OO0 04 00
0010 01 04 8F 02 00 00 3C 06 E2 38
0020 05 29 OF A5 17 70 38 1E
0030 18 00 98 00 00 00 46 00
0040 30 00 46 00 DO 01 OB 00
0050 30 00 00 00 01 00 01 00

08 00 45 00
@ 02 10 82 Q0
48 7150 18 .)...pS..... HyP.
30 00 1A 00 .
14 00 38 00 04 00 16 00
00 00 3E 00 07 00 1500 O......... >

0060
0070
0080
0090
00A0
00BO
00Q0
000
00E0
00F0
0100
0110

30 00 15 00
04 00 70 03
DO 01 70 03
30 00 27 00
69 6C 20 6F
42 20 66 72
5A 5A 49 40
20 20 22 44
TA TA 69 22
30 00 16 00
QC 01 3D 00
14 00

B.3.9 RIP

30 00 16 00
QGC 01 3D 00
14 00 68 00
30 00 04 00
6E 20 6E 6F
6F 6D 20 49
4E 49 53 2E
61 6E 69 65
30 00 3E 00
30 00 04 00
04 00 15 00

30 00 04 00 18 00 04 00
04 00 15 00 30 00 04 00
01 00 4C 4A 17 00 15 00

DF 01 4E 65 77 20 6D 61 '

64 65 20 50 4F 4C 38 38
4E 25 22 56 41 AE 4E 4F
47 41 52 52 2E 49 54 22
6C 65 20 56 61 6E 6E 6F
07 00 15 00 30 00 15 00
18 00 04 00 04 00 70 03
30 00 04 00 DO 01 70 03

B from | N6 VANNO
ZZl NS GARRIT
"Dani el e Vanno

I RIP&il Routing Information Protocol, un protocollo di routing utilizzato sureti
IPdi dominio pubblico. Il RIP & associato alla porta520 di UDP. Il pacchetto UDP &
imbustato su IP e cosi via. Il pacchetto e inviato in broadcast a livello MAC dala
stazione AA-00-04-00-CD-7D che hanome POLME2 eindirizzo |P 130.192.2.147.
Si noti chealivello 3 (1P) il broadcast élimitato allasubnet 2 dellanet 130.192, come
appare evidente dall'lP destination address = [130.192.2.255] (255 & appunto il

DLC Header

Frame 1823 arrived at

00: 48: 51. 0046;

frame size is 66

= BROADCAST FFFFFFFFFFFF, Broadcast Et her net

broadcast).
oc  -----
o.C
oC
(0042 hex) bytes.
DLC Destination
DLC  Source

= Station DEGnhet 00CD7D, POLME2
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Ethertype = 0800 (IP)
----- I P Header -----

Version = 4, header length = 20 bytes

Type of service = 00
000. = routine
..0 .... =normal del ay

. 0...

ce.. .0.. = nornal reliability
Total length = 52 bytes
I dentification = 23830
Flags = 0X
.0.. .... = may fragnent
..0. .... =last fragnent
Fragnent offset = 0 bytes
Tine to live = 30 seconds/ hops
Protocol = 17 (UDP)
Header checksum = 3491 (correct)
Sour ce address = [130.192. 2. 147]
Destination address = [130.192. 2. 255]
No options

nor nal t hr oughput

Source port = 520 (Route)
Destination port = 520
Length = 32

Checksum = 69C7 (correct)

----- R P Header -----
Command = 2 (Response)
Version = 1
Unused =0

Routing data frane 1
Address famly identifier =2 (IP)
I P Address = [130.192. 2. 0]
Metric 1

HEX

FF FF FF FF FF FF AA OO 04 00 CD 7D 08 00 45 00

00 34 5D 16 00 00 1E 11 34 91 82 0 02 93 82 A .4]..... 4.......

02 FF 02 08 02 08 00 20 69 C7 02 01 00 00 00 02
00 00 82 0 02 00 00 OO 00 00 00 00 00 00 00 00

00 01
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B.3.10 YP

L'applicativo Y P (Y ellow Pages) &€ un applicativo proposto daSUN ed aggiuntivo
rispetto al DNSper gestirei nomi, gli indirizzi, gli UID ei GID in modo centralizzato,
caratteristicaquestaindispensabile per lasicurezzadi applicativi quali NFS. Inquesto
caso il server di YP é quello relativo a dominio CISIP.polito.it e si tratta di una
workstation Sony che interroga un server SUN. YP & imbustato in RPC, che &
imbustato in UDP, che @ imbustato in IP, che & imbustato in Ethernet.

DG ----- DLC Header -----

o.C

DLC Frane 5279 arrived at 00:50: 21. 2675; frane size is 118
(0076 hex) bytes.

DLC Destination = Sation Sun  11F49F

DLC Source Station Sony 004832
DLC Ehertype = 0800 (IP)

D.C

P ----- I P Header -----

| P

I P Version = 4, header length = 20 bytes

I P Type of service = 00

I P 000. = routine

I P ...0.... = nornal del ay

I P .... 0... = nornal throughput
1P 0.. =nornmal reliability

I P Total length = 104 bytes

1P Identification = 64122

1P Flags = 0X

I P .0.. .... = may fragnent

I P ..0. .... =last fragnent

I P Fragment offset = 0 bytes

I P Tine to live = 30 seconds/ hops

I P Protocol = 17 (UDP)

I P Header checksum = 94CB (correct)

I P Source address = [130. 192. 5. 22], pol tcuxl
I P Destinati on address = [130.192. 2. 169]
I P No options

1P

wP.  ----- UDP Header -----

uoP:

UDP.  Source port = 2376

UDP. Destination port = 660 (Sun RPQ
WDP. Length = 84

WDP.  No checksum

P

RPC  ----- SN RPC header -----

RPC.
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RPC  Transaction id = 770527999

RPC  Type =0 (Call)

RPC  RPCversion = 2

RPC. Program = 100004 (Yellow pages), version = 2
RPC  Procedure = 4 (Get first keyu-value pair in nap)
RPC  Cedentials: authorization flavor = 0 (Null)
RPC [Qedentials: 0 byte(s) of authorization data]
RPC  Verifier: authorization flavor = 0 (Null)

RPC  [Verifier: O byte(s) of authorization data]
RPC.
RPC
RPC.
YP-
YP
YP
YP-
YP-

[Normal end of "SUN RPC header".]
----- SN Yel | ow Pages -----

Proc = 4 (Get first keyu-value pair in map)
Domain = ASIP.polito.it
- Map = group. bynare
DLC --- Frame too short

ADDR  HEX A |

0000 08 00 20 11 F4 9F 08 00 46 00 48 32 08 00 4500 .. ..... F.H..E
0010 00 68 FA7A00 00 1IE11 94 (B8 W 051682 M .h.z............
0020 02 A9 09 48 02 94 00 54 00 00 2DED52 FF00 00 ...H..T..-.R..
0030 00 00 00 00 00 02 00 01 86 A4 00 00 00 020000 ................
0040 00 04 00 00 00 00 OO OO 00 OO0 OO 0O 00O OO 0000 ................

0050 00 00 00 00 00 OF 43 49 53 49 50 2E 70 6F 6C 69 ...... Aas P poli
0060 74 6F 2E 69 74 00 00 00 00 OC 67 72 6F 75 70 2E to.it..... group.
0070 62 79 6E 61 6D 65 bynane

B.3.11 SMB su TCP/IP

| pacchetti SMB possono essere imbustati in vari protocolli. In B.2.2 si &
analizzatoil casodi SMB imbustatoin Netbios|BM; qui SMB vieneimbustatoin TCP
(porta 46586), che a sua volta viene imbustato in IP. Naturalmente, perché due
protocolli SMB possano parlarsi é indispensabile che tutti gli imbustamenti siano
compatibili (un SMB su Nethios IBM non puo dialogare con un SMB su TCP/IP).

In questo esempio si vede per laprimavoltail trasporto di IP su 802.3. Si sfrutta
il LLC con LLC-SSAP e LLC-DSAP uguali a 06, codifica definita dall'l EEE per il
Department of DefenseInternet Protocol. Altrepossibilitasonoil trasporto di |Pcome
pacchetto SNAP (descritto nel capitolo 5 e previsto dal RFC 1042) oppure I'utilizzo
dell'imbustamento Ethernet come ad esempio in A.3.10.

DG ----- DLC Header -----
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D.C

D.C
D.C
D.C
D.C
LLC
LLC
LLC
LLC
1P
1P
1P
1P
1P
1P
1P
1P
1P
1P
1P
1P
I P
I P
I P
I P
I P
I P
I P
I P
1P
TCP:
TCP.
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

Appendice B - Esempi di PDU 695

Frane 3 arrived at 14:30:33.0552; frane size is 92 (005C hex)

byt es.
Destination = Station 3Com 138162
Sour ce = Station 3Com 138372

802.3 length = 78

----- LLC Header -----

DSAP = 06, SSAP = 06, Command, Unnunbered frane: U
----- I P Header -----

Version = 4, header length = 20 bytes
Type of service = 00

000. routine

B O R nornal del ay

. 0... nor nal t hr oughput

co.. .0.. = nornal reliability
Total length = 75 bytes
Identification = 0
Flags = 4X
.1.. .... =don't fragnent
..0. .... =last fragnent
Fragment offset = 0 bytes
Tine to live = 60 seconds/ hops
Protocol = 6 (TCP)
Header checksum = 8E2B (correct)
Sour ce address = [15. 6. 73. 50]
Destination address = [15. 6. 73. 68]
No options

----- TCP header -----

Source port = 5696
Destination port = 46586
Sequence nunber = 346879454
Acknow edgrent nunber = 1109177
Data offset = 20 bytes
Flags = 18
B O (No urgent pointer)
B Acknowl edgrent

1... Push

.0.. (No reset)

..0. = (No SYN
.. ...0=(No FIN
Wndow = 1424
Checksum = 0 (No checksum sent)
No TCP opti ons

[35 byte(s) of data]
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TCP:

SMB: ----- SMB Spool Byte Range Response -----
S\B:

SMB:  Function = ClL (Spool Byte Range)

SMB: Treeid (TID = 0021

SMB:. Process id (PID = 354A
SMB: Return code = 0,0 (K

ADDR  HEX A |

0000 02 60 8C 13 81 62 02 60 8C 1383 72 00 4E06 06 . ...b."...r.N.
0010 03 45 00 00 4B 00 00 40 00 3C 06 8E 2BOF 06 49 .E.K.@<..+. .|
0020 32 OF 06 49 44 16 40 B5 FA1l4 ACF5 DE0O0 10 EC 2..1D @. .......
0030 B9 50 18 05 90 00 00 00O 00 FF 53 4D 42 C1 00 00 .P........ S\B. ..
0040 00 00 OO OO OO OO OO OO 00 00 00 00 00O 00O 00 Q0 ..........vvnnns
0050 00 21 00 4A 35 00 00 OO 00 00 00 00 UJ5

B.3.12 ISODE

ISODE € un ambiente per sviluppare applicazioni OSI su trasporto TCP/IP e
renderne estremamente semplice la portabilita su architetture OSl. Si noti come un
pacchetto di trasporto OSI €imbustato in un pacchetto di Development Environment,
che e imbustato in un pacchetto TCP, che e imbustato in un pacchetto IP, che &
imbustato in un pacchetto Ethernet.

opc  ----- DL.C Header -----

D.C

DLC Frame 5 arrived at 09: 36:42.0164; frane size is 60 (003C hex)
byt es.

DLC Destination = Station Sun  01DA53

DLC Source = Station Excel n518736

DLC Ehertype = 0800 (1P

D.C

P ----- I P Header -----

| P

I P Version = 4, header length = 20 bytes

I P Type of service = 00

1P 000. = routine

I P ...0.... = nornal del ay

I P .... 0... = nornal throughput

1P 0.. =nornmal reliability

I P Total length = 46 bytes
1P Identification = 4997
1P Flags = 0X

I P .0.. .... = may fragnent
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.0. .... =last fragnent

1P Fragnent offset = 0 bytes
I P Tine to live = 60 seconds/ hops
I P Protocol =6 (TCP)
I P Header checksum = 59(6 (correct)
I P Sour ce address = [192. 9. 200. 170]
1P Destination address = [192. 9. 200. 193]
1P No options

I P

TP --

TCP.

--- TCP header ----

TCQP. Source port = 1082
TCP:  Destination port = 102 (1SO
TCP:  Sequence nunber = 1065666
TCP:  Acknow edgnent nunber = 38786
TCP. Data offset = 20 bytes

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

TGP Hags = 18
.. 0.

1.
1...
.0..
..0. = (No SN
...0= (N0 FIN

Push

TGP Wndow = 4096
TCP.  Checksum = 9A5C (correct)
TCP:  No TCP options

TCP. [6 byte(s) of data]

TCP.

| SO DE:
| SO DE:
| SO DE:
| SO DE:
| SO DE:
1 SO TP
SO TP
1 SO TP
SO TP:
1SO TP
1 SO TP
1 SO TP
SO TP:
SO TP:
SO TP:
SO TP:
1 SO TP
1 SO TP:
1 SO TP

(No urgent pointer)
Acknow edgnent

(No reset)

A | SO Devel oprrent  Environnent -----

MiIlti-frame TPDU. frames 5, 6, 7

Version = 3
Packet |ength = 22

----- 1 SO Transport Layer -----

Header length = 17

TPDU type = E (Connecti on request)
Destinati on reference = 0000
Sour ce reference = 0096

Additional options
0...

.0..

. 0.

1

Source TSAP. "

Destination TSAP:

01

No use of network expedited in class 1
Wse explicit AKvariant in class 1

Use 16-bit checksumin class 4

Use expedited data transfer
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ADDR  HEX A |

0000 08 00 20 01 DA 53 08 00 14 51 87 36 08 00 4500 .. ..S...Q6..E
0010 00 2E 13 85 00 00 3C06 59 6 W 09 BB AAM 09 ...... <VYo..o....
0020 C3 ClL 04 3A 00 66 00 10 42 C2 00 00 97 82 50 18 ...:.f..B..... P.
0030 10 00 9A 5C 00 00 03 00 00 16 11 EO S

B.4 DECNET FASE IV

Gli esempi dei sottoparagrafi seguenti sonorelativi all'architetturadi rete proprie-
tariaDECnet fase IV. L'evoluzione di DECnet nota con il nome di DECnet fase V €
invece totalmente compatibile con OSI e per gli esempi si vedail paragrafo A.6.

B.4.1 DAP

Il DAPéil DataAccess Protocol, un protocollo usato per accedere adati su host
remoti. || DAP e imbustato nel Network Service Protocol (NSP, livello 4), che &
imbustato nel DECnet Routing Protocol (DRP, livello 3), che @imbustato in Ethernet
(protocol type = 6003). Gli indirizzi di livello 3 del nodi DECnet mittente e destinatario
SoNo rispettivamente 7.45 e 7.52, cioé appartengono entrambi all'area DECnet numero 7.

A questi dueindirizzi di livello 3 corrispondono due MA C address A A-00-04-00-
2D-1C e AA-00-04-00-34-1C, che sono calcolati algoritmicamente a partire dagli
indirizzi di livello 3 e cioe facendo seguire ad AA-00-04-00 i 16 bit dell'indirizzo di
livello 3, coni due byte scambiati. Per un esempio di calcolo si veda A.4.3.

All'atto del bootstrapil protocollo DECnet provvede asostituiregli indirizzi MAC
delle schede con quelli calcolati algoritmicamente a partire dagli indirizzi di livello 3.

opc  ----- DLC Header -----

D.C

DLC Frame 13 arrived at 17:01:07.9740; frame size is 71 (0047 hex)
byt es.

DLC Destination = Station DEOhet 00341C

DLC Source = Stati on DEet 002D1C

DLC Ehertype = 6003 (DECONET)

D.C

DRP: ----- DEONET Routing Protocol -----

DRP:

DRP. Data Length =55, ptional Padding Length =1

DRP. Data Packet Format = 26

DRP: 0... = no paddi ng

DRP .0.. = version

Cortesia della ssgrr.it - Creative Commons - CC-BY-SA



Appendice B - Esempi di PDU 699

..1. .... = Intra-Bhernet packet
..0 .... =not return packet
. 0... =do not return to sender
.... .110 = Long Data Packet Format
Dat a Packet Type = 6
Destination Area =00
Destination Subarea = 00
Destination ID =7.52
Source Area = 00
Sour ce Subar ea =00
Source ID =7.45
Next Level 2 Router = 00
Visit Count =0
Service d ass = 00
Prot ocol Type = 00

----- Net wor k Servi ces Protocol -----

Message I dentifier = 60
0... .... Non-extensi bl e field
.110 .... = Begin-End Data Message
00.. = Data Message
... ..00 = always zero
Type 0 (Data Message)
Sub-type = 6 (Begi n-End Data Message)
Logi cal Link Destination = 1413
Logi cal Link Source = 0C39
Dat a Acknow edgnent Nunber
Acknow edge Qualifier = AK
Message Nunber Acknow edged = 1
Data Segnent Nunber = 2 (nornmal ACK expect ed)
[24 data byt es]

----- Data Access Protocol -----

Code = 3 (Access)

Access Function = Directory List

Access ptions Type:

Bit 0: I/Oerrors are non-fatal

File Nane Specification = "SYSSMANACER *. EXE; *"

HEX AQ |

AA 00 04 00 34 1ICAA 00 04 00 2D 1C60 03 37 00 ....4..... - T
81 26 00 00 AA OO 04 00 34 1C00 00 AAOO 04 00 . & ..... 4.......
2D 1C 00 00 00 00 60 13 14 39 0C 01 80 02 00 03 ~-..... L9
00 06 01 13 53 59 53 24 4D 41 4E 41 47 45 52 3A .... SYSSMANAGER
2A 2E 45 58 45 3B 2A * BEXE*
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B.4.2 End System Hello

I1 seguente pacchetto &un End System Hello del livello 3 DECnet (DRP) generato
daun end system conindirizzo 60.975 per essere riconosciuto daun router ed incluso
nelletabelledi instradamento. Il pacchetto etrasmesso all'indirizzo MA C di multicast
del DECnet e cioe AB-00-00-03-00-00.

opc  ----- DL.C Header -----

D.C

DLC Frame 96 arrived at 00:48:08. 1274; frame size is 60 (003C hex)
byt es.

DLC Destination = Milticast ABO000030000

DLC Source = Stati on DEnhet 00CFF3

DLC Ehertype = 6003 (DEONET)

D.C

DRP: ----- DEONET Routing Protocol -----

DRP:

DRP. Data length = 33

DRP. Control Packet Format = OD

DRP: 0... .... = no paddi ng

DRP .000 .... =reserved

DRP: .... 110. = Ethernet Endnode Hel | o Message
DRP: 1 = Control Packet Format

o
(e}

DRP. (Control Packet Type =
DRP.  Version Nunber = 02
DRP.  ECO Nunber =00
DRP.  Wser EQO Nunber = 00
DRP. IDof Transmtting Node = 60.975

DRP: Information = 03

DRP: 0 = reserved

DRP; 0 = not bl ocki ng request

DRP; 0 = multicast traffic accepted
DRP: 0 = verification ok

DRP; .... 0... =do not reject

DRP; .... .0.. = no verification required
DRP: .... ..11 = endnode

DRP.  Receive B ock S ze = 1498

DRP. Area (reserved) =0

DRP. Verification Seed = 0000000000000000

DRP.  Nei ghbor System|D = 60. 75

DRP. Hello tiner (seconds) = 30

DRP.  MPD (reserved) =0

DRP. [1 bytes of Data to test the circuit]

DRP.

ADDR  HEX ASA |

0000 AB 00 00 03 00 00 AAOO 04 00 CFF3 60032100 ............ T
0010 OD 02 00 00 AAO0 04 00 CFF3 03 DAO5000000 ................
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0020 00 00 OO OO OO0 OO AAOO 04 00 4B FO IEOO 0O 01 .......... K....
0030 AA 00 00 00 00 00 OO OO 00 OO OO OO .. .....i....

B.4.3 Router Hello

Questo pacchetto differisce dal precedente in quanto trasmesso da un router per
farsi conosceredagli end node. Il router mittenteeil 31.458 (home POL FIS) comesi pud
capire anche dall'indirizzo di mittente MAC. Infatti 31* 1024+458 & uguale a 32202,
cioeinesadecimale7D-CA. Invertendoi duebytesi ottiene CA-7D epremettendo!'OUI
DECnet AA-00-04 si ottiene un MAC-SSAP aa-00-04-00-CA-7D.

Il pacchetto contiene anche gli indirizzi di livello 3 degli altri router collegati alla
stessaLAN e cioe: 31.492, 31.501, 31.402, 31.401 e 31.412.

e ----- DL.C Header -----

D.C

DLC Frame 139 arrived at 00:48:09. 3545; frane size is 78 (004E hex)
byt es.

DLC Destination = Milticast ABO000030000

DLC  Source = Station DECnet 00CA7D, PCLFI S

DLC Ehertype = 6003 (DECONET)

D.C

DRP: ----- DEONET Routing Protocol -----

DRP:

DRP. Data length = 62

DRP. Control Packet Fornmat = OB

DRP: 0... .... = no paddi ng

DRP: .000 .... =reserved

DRP: .... 101. = Ethernet Router Hello Message

DRP: 1 = Gontrol Packet Format

DRP. (Qontrol Packet Type =
DRP.  Version Nunber = 02
DRP. ECO Nunber =00
DRP.  Wser EQO Nunber = 00
DRP. IDof Transmtting Node = 31.458

o
(&

DRP: Information = 02

DRP: 0 = reserved

DRP; 0 = not bl ocki ng request
DRP; 0 = mlticast traffic accepted
DRP: 0 = verification ok

DRP; .... 0... =do not reject

DRP; .... .0.. = no verification required
DRP: .... ..10 = level 1 router

DRP.  Receive B ock S ze = 1498

DRP. Router's priority = 64

DRP. Area (reserved) =0
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Hel l o tiner (seconds)

MPD (reserved)
E-List length = 43
Et hernet Nane,

reser ved

Router/State length = 35

Router 1D = 31.492
Priority and State

. 100 0000
Router 1D = 31.501
Priority and State

. 100 0000
Router 1D = 31.402
Priority and State

. 100 0000
Router 1D = 31.401
Priority and State

. 100 0000
Router 1D = 31.412
Priority and State

. 100 0000

HEX

AB 00 00 03 00 00 AA 00
0B 02 00 00 AA 00 04 00
00 00 2B 00 00 00 00 00
7D Q0 AA 00 04 00 F5 7D
AA 00 04 00 91 7D QO AA 00 04 00 9C 7D @

B.4.4 Routing di livello 1

Q
State known 2-way
Router's priority

Q
State known 2-way
Router's priority

Q
State known 2-way
Router's priority

@
State known 2-way
Router's priority

@
State known 2-way
Router's priority

= 00000000000000

ASQ |
04 00 CA7D60 03 3E00 ........... 3
CA 7D 02 DA 05 40 00 OF ......... }...@.
00 00 23 AA 00 04 00 EC ..+ ...... #oo.o..
D AA00 04 00927DQ0 }...... Yoo }.
..... Yoo}

Il seguente pacchetto € un distance vector di livello 1 trasmesso dal router 60.8
(nome DIDV X2), eriguardante quindi I'area 60, ai router ad adiacenti. Per ogni
nodo dell'area 60 contiene unatripletta{Indirizzo, Hops, Costo} . | nodi noti al router
DIDV X2 sono 32 e quindi il distance vector contiene 32 triplette.
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Frame 88 arrived at

byt es.

Destination = Mil ti cast AB0000030000
= Station DECnhet 0008F0, DI DvX2

= 6003 (DECNET)

----- DEONET Routing Prot ocol

Sour ce
Et hertype

Data length = 278

Control Packet Fornat
0... ...

.000 ....
011.

Control Packet Type =
= 60.

Sour ce Node
Reserved field = 0
RTA NFO count = 32
Start ID = 480
ID=480 Hops =
ID=481 Hops =
ID =482 Hops =
ID =483 Hops =
ID =484 Hops =
ID =485 Hops =
ID=486 Hops =
ID =487 Hops =
ID =488 Hops =
ID =489 Hops =
ID=490 Hops =
ID=491 Hops =
ID=492 Hops =
ID =493 Hops =
ID =494 Hops =
ID=495 Hops =
ID=496 Hops =
ID =497 Hops =
ID=498 Hops =
ID=499 Hops =
ID=500 Hops =
ID=501 Hops =
ID=502 Hops =
ID=503 Hops =
ID =504 Hops =
ID=505 Hops =
ID=506 Hops =
ID =507 Hops =
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31
31
31
31
31
31
01
01
31
31
01
11
31
31
31
31
31
31
01
31
31
31
31
31
31
31
31
31

0 O
w

o7

no paddi ng
reserved
Level 1 Routing Message
Control Packet For mat
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 4
Cost = 4
Cost = 1023
Cost = 1023
Cost = 4
Cost = 44
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 4
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
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DRP. ID=508 Hops =31 Cost = 1023

DRP. ID=509 Hops =01 Cost = 4

DRP. ID=510 Hops =01 Cost = 4

DRP. ID=511 Hops =01 Cost = 4

DRP:

DRP:  Checksum = 0020

DRP.

ADDR HEX AQ |

0000 AB 00 00 03 00 00 AAOO 04 00 08 FO 60 03 16 01 ............
0010 07 0B FO 00 20 00 EO 01 FF7/FFF 7/FFF 7FFF 7F ... ...........
0020 FF 7F FF 7F 04 04 04 04 FF 7F FF 7F 04 04 2C2C .............. Vs
0030 FF7/F FF 7TFFF 7TF FF 7F FF 7TF FF7F 04 04 FF 7F ... ... ... .....
0040 FF7TFFF 7TFFF 7FFF7F FF7TFFF7F FF 7TF FF7F ... ... ... .. ... ..
0050 FF 7F 04 04 04 04 04 04 2000 00 02 FF 7F FF 7F ........ .......
0060 FF7F FF 7F 04 04 FF 7F 20 20 FF 7F FF 7TFFF 7F ........ ......
0070 04 04 040404040404 04040404 FFT7FFFTF ...t
0080 FF7/FFF 7FFF 7FFF7F FF7FFF7F FF 7F 04 04 ................
0090 04 04 FF 7F FF 7F FF 7F FF 7F 04 04 20 00 A0 02 ............ ce
000 FF7FFF7/FFF7FFF7F FF7FFF7FFF7F 1010 ................
00BO FF7/FFF 7FFF 7F FF 7F FF7TFFF7F FF 7TF FF 7F ... ... ... .. ... ..
000 FF7F04 040404 FF7F FF7FFF7TFFF7TFFFT7F ... ... ..o ot
000 FF7FFF 7FFF7F FF7F FF7F 04 04 FF7F 04 04 ................
OO0 2000 MW 02 FF7FFF7F FFTFFF 7TFFF 7FFF 7F ... ... .. .....
OOF0 FF 7/FFF 7FFF 7F FF7F 04 04 FF7FFF7TF 04 04 ................
0100 20 20 FF 7F FF 7F FF 7F 48 48 FF TF FF 7TF FF 7F  ...... HH.....
0110 FF7FFF 7FFF7FFF7F FF7FFF7TFFF7TF FF7F ... ... ... ...,
0120 FF7FFF7FBO2A .. *

B.4.5 Routing di livello 2

Il seguente pacchetto & trasmesso dal router di area 31 e indirizzo 31.501 e
contiene un distance vector di livello 2. Si tratta di 63 triplette { Area, Hops, Costo}
cheindicano lavisibilitadel router 31.501 sulle 63 aree DECnet (massimo teorico).

DG ----- DLC Header -----

o.C

DLC Frane 113 arrived at 00:48:08.5342; frane size is 152
(0098 hex) bytes.

DLC Destination = Mil ticast AB00O00030000

DLC Source = Stati on DEOnhet 00F57D
DLC Ehertype = 6003 (DEONET)

D.C

DRP: ----- DEONET Routing Protocol -----
DRP:

DRP. Data length = 136

Cortesia della ssgrr.it - Creative Commons - CC-BY-SA



Contro

Appendice B - Esempi di PDU

Packet For mat

.000 ....
100.

1

Control Packet Type =

Sour ce Node
Reserved field = 0
RTA NFO count = 63

Start Area = 1

Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
Area
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1

Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops
Hops

= 3L

31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
31
00
31
31
31
31
31
31
31
31

= 09

= no paddi ng

= reserved

= Level 2 Routing Message

= Control Packet Fornat

04

501
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost =0
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
Cost = 1023
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DRP. Area = 40 Hops = 31 Cost = 1023
DRP. Area = 41 Hops = 31 Cost = 1023
DRP. Area = 42 Hops = 31 Cost = 1023
DRP. Area = 43 Hops = 31 Cost = 1023
DRP. Area = 44 Hops = 31 Cost = 1023
DRP. Area = 45 Hops = 31 Cost = 1023
DRP. Area = 46 Hops = 31 Cost = 1023
DRP. Area = 47 Hops = 31 Cost = 1023
DRP. Area = 48 Hops = 31 Cost = 1023
DRP. Area = 49 Hops = 31 Cost = 1023
DRP. Area = 50 Hops = 31 Cost = 1023
DRP. Area = 51 Hops = 31 Cost = 1023
DRP. Area = 52 Hops = 31 Cost = 1023
DRP. Area = 53 Hops = 31 Cost = 1023
DRP. Area = 54 Hops = 31 Cost = 1023
DRP. Area = 55 Hops = 31 Cost = 1023
DRP. Area = 56 Hops = 31 Cost = 1023
DRP. Area = 57 Hops = 31 Cost = 1023
DRP. Area = 58 Hops = 31 Cost = 1023
DRP. Area = 59 Hops = 31 Cost = 1023
DRP. Area = 60 Hops = 31 Cost = 1023
DRP. Area = 61 Hops = 01 Cost = 20
DRP. Area = 62 Hops = 31 Cost = 1023
DRP. Area = 63 Hops = 31 Cost = 1023
DRP:

DRP.  Checksum = 8436

DRP:

ADDR  HEX A |
0000 AB 00 00 03 00 00O AAOO 04 00 F5 7D60 03 88 00 ........... Yo

0010 09 F5 7D 00 3F 00 01 00 FF7FFF 7TFFF 7F FF 7F ..}.2...........
0020 FF7FFF 7F FF7F FF7F FF7F FF7TFFF 7TF FF7F ... ... ... ...,
0030 FF7FFF 7FFF7FFF7F FF7FFF7TFFF7TF FF7F ... ... .. .....
0040 FF7/FFF 7FFF7FFF7F FF7FFF7TFFF7TFFF7F ... ... .. ... ...
0050 FF 7FFF 7F 00 00 FF7F FF7FFF7TFFF7TF FF7F ................
0060 FF 7FFF 7FFF7FFF7F FF7FFF7TFFF7TFFF7F ... ... .....
0070 FF7/FFF 7FFF7FFF7F FF7FFF7TFFF7TF FF7F ... ... .. ... ...,
0080 FF7FFF7FFF7FFF7F FF7FFF7TFFF7TFFF7F ... ... ... .....
0090 14 04 FF 7FFF7F 3684 ... 6.

B.5 LAT
Il LAT (Local Area Transport) & il classico esempio di protocollo che non puo

essere trattato tramite router, ma solo tramite bridge, in quanto sprovvisto del livello
3. Infatti labustaLAT €& contenuta direttamente nella busta Ethernet. In questo caso
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il pacchetto LAT contiene un solo carattere "\", probabilmente proveniente da un
terminale VT100 collegato ad un terminal server.

opc  ----- DL.C Header -----

D.C

DLC Frame 29 arrived at 00: 48: 06.5073; frame size is 60 (003C hex)
byt es.

DLC Destination = Station DEC  3761DF, CENSAL

DLC Source = Station DEC 2A7463

DLC Ehertype = 6004 (DEC LAT)

D.C

LAT:  ----- Local Area Transport -----

LAT:

LAT: Message type / flags = 02

LAT: 0000 00.. = Run

LAT: .... ..1. = To host

LAT: ...0 = No response requested

LAT: Nunber of slots =1
LAT: Destination |link I D= 5F01

LAT: Source link | D= B302

LAT: Sequence nunber = 71

LAT:  Acknowl egenent nunber = CA

LAT:

LAT:  ----- Local Area Transport Data To Host (Slot Q) -----

LAT:

LAT: Destination sublink ID = 26

LAT: Source sublink 1D =21

LAT: Data length =1

LAT: Sot type/ Cedits = 00

LAT: 0000 .... = Data

LAT: .... 0000 =0 Oedits

LAT: Data ="\"

LAT:

ADDR  HEX A |

0000 08 00 2B 37 61 DF 08 00 2B 2A 74 63 60 04 02 01 ..+7a...+tc ...
0010 01 5F 02 B8 71 CA 26 21 01 00 5C 4F 00 00 00 00 ._..qg. &..\Q...

0020 00 00 00 00 00 00 00 OO 00 00 OO 00 00O OO 0000 ................
0030 00 00 00 00 OO OO OO OO 00 OO OOOO ...,

B.6 1SO CLNS
| seguenti pacchetti appartengono al livello 3 SO CLNS (connectionless). 1SO

CLNSeuninsiemedi protocolli che comprende 1SO 8473 (Protocol ID = 81H), ISO
9542 ES-IS (Protocol ID = 82H) e 1SO 10598 1S-1S (Protocol 1D = 83H).
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B.6.1 ISO Session Layer

Il seguente pacchetto, di tipo "give tokens', appartiene al Session OS| ed &
imbustato in un pacchetto di Transport OSI (ISO_TP), imbustato in un pacchetto | SO
8473 (livello 3 OSl), imbustato in 802.2 (LLC), imbustato in 802.3. Si noti che SO
CLNS ichiede semprelapresenzadi LLC (SAP = FE) equindi il pacchetto non pud
esseredi tipo Ethernet, madeveesseredi tipo 802.3. A livello 3, gli indirizzi usati sono
del tipo Local Character format, cioé stringhe di caratteri.

opc  ----- DL.C Header -----

D.C

DLC Frame 8 arrived at 10:15:50.1488; frane size is 101 (0065 hex)
byt es.

DLC Destination = Station UB  38F200

DLC Source = Station DG 010400

DLC 802.3 length = 87

D.C

LLC  ----- LLC Header -----

LLC

LLC DSAP = FE SSAP = FE, Command, Unnunbered frane: U
ANP ----- I SO Network Layer -----

QNP Protocol 1D = 81 (ISO Connectionl ess Network Protocol)
QGNP Header length = 57

QGNP Version / Protocol |ID extension = 01

GNP Renaining PDU lifetime is 1.5 seconds

CLNP. Fl ags/type byte = 9C

CLNP: 1. = Segnentation permtted

CLNP: .0.. = Last segnent

CLNP: ..0. .... = FEror not reported if frane di scarded
QNP ...1 1100 = Data PDU

CLNP. Segrent length = 84

CLNP:  Checksum = 0000

CLNP. Destination address: "Ppci" (Local Character fornat)
CLNP: Sour ce address: "P1OMM\2" (Local Character fornat)
GNP Data unit identifier = 0008

CLNP. Segnent offset = 0

CLNP. Total length = 84

CLNP. Paddi ng: 21 bytes

ISOTP. ----- 1 SO Transport Layer -----
1SO TP. Header length = 4
1SOTP. TPDU type = F (Data)

1 SO TP. Destination reference = 0001
I1SO TP ECT: Last TPDU of a sequence
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1 SO TP: Send sequence nunber = 2
SO TP,
SESS. ----- | SO Session Layer -----

SESS: SPDU type = 1 (4 ve Tokens)
SESS. Length of SPDU paraneter field = 1

SESS: Unknown paraneter code = 0

SESS: Paraneter length = 0

SESS: SPDU type = 0 (Exception Report)
SESS: SPDU type = 0 (Exception Report)
SESS. Length of SPDU paraneter field = 4

SESS: Unknown paraneter code = 0
SESS. Paraneter length = 22

ADDR  HEX A |

0000 00 DD OO 38 F2 00 08 00O 1B 01 04 00 00 57 FEFE ...8......... W.
0010 03 81 39 01 03 9C 00 54 00 00 OA 50 70 63 69 00 ..9....T...Ppci.
0020 DD 00 38 F2 00 07 50 31 30 4D 41 4E 32 00 08 00 ..8...PLONANR. ..
0030 00 00 54 GC 15 00 00 OO 00 00 00 00O 0O 0O 0O 00 ..T.............
0040 00 00 00 00 00 00 00O OO 00 00 04 FOO0 018201 ................
0050 01 00 00 00 00 00 04 OO 16 00 69 34 27 00 00 00 .......... i4...
0060 00 8D 27 38 00 .. 8

B.6.2 ISO SMB

Il seguente pacchetto & un SMB imbustato in ISO_TP, imbustato in 1SO 8473,
imbustato in IEEE 802.2, imbustato in |IEEE 802.3. Lasintassi usata per gli indirizzi
di livello 3éLocal Binary format. Si noti chel'indirizzo di livello2 MAC & contenuto
nell'indirizzo di livello 3.

bopc  ----- DLC Header -----

o.C

DLC Frame 2 arrived at 16:26: 09.4999; frane size is 126 (007E hex)
byt es.

DLC Destination = Station AT&T 010271

DLC Source = Station AT&T 0100A9

DLC 802.3 length = 112

o.C

LLC  ----- LLC Header -----

LLC

LLC DSAP = FE SSAP = FE Command, Unnunbered frane: U

aANP ----- I SO Network Layer -----
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QNP Protocol 1D = 81 (ISO Connectionl ess Network Protocol)
CLNP. Header length = 49

CGLNP: Version / Protocol |ID extension = 01

GNP Renaining PDU lifetime is 3.0 seconds

CLNP. Fl ags/type byte = 9C

CLNP: 1... .... = Segnentation pernitted

CLNP: .0.. = Last segnent

CLNP: ..0. .... = FEror not reported if frame di scarded
CLNP: ...1 1100 = Data PDU

CLNP. Segrent | ength = 109

CLNP:  Checksum = 0000

CLNP: Destination address: 490000000000000108006A010271FE01
(Local Binary fornat)

CLNP: Source address: 490000000000000108006A0100A9FE01
(Local Binary fornat)

CLNP. Data unit identifier = 0427

CLNP. Segnent offset = 0

CLNP. Total length = 109

ISOTP. ----- 1 SO Transport Layer -----

1 SO TP Header length = 4

1SOTP. TPDU type = 6 (Ack )

1 SO TP. Destination reference = 0002

1 SO TP. Next expected sequence nunber = 35
ISOTP. Cedit value =7

ISOTP. ----- 1 SO Transport Layer -----

1 SO TP. Header length = 4

1SO TP. TPDU type = F (Data)

1 SO TP. Destination reference = 0002
I1SO TP ECT: Last TPDU of a sequence
1 SO TP Send sequence nunber = 82

1SO TP

SMB: ----- SMB el ete File Command -----
SMB.

SMB: Function = 06 (Delete File)

SMB: Tree id (TID = 6000

SMB:. Process id (PID = 2024
SMB:. File pathnane = "\ QCOPYDEST. 4"
SMB: Attribute flags = 0006

SMB: 0 = File(s) not changed since |ast archive
SMB: 0 = No directory file(s)

SMB: 0 = No vol ure | abel info

SMB: 1.. = Systemfile(s)

SMB: 1. = Hdden file(s)

SMB: 0O =Noread only file(s)

SMB.
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HEX ASQ |
08 00 A 01 02 71 08 00 6A 01 00 A9 00 70 FEFE ..j..qG..j....p..
03 81 31 01 06 9C 00 6D 00 00 10 49 00 00 00 00 ..1....m..I....
00 00 01 08 00 6A 01 02 71 FE 01 10 49 00 00 00 ..... il
00 00 00 01 08 00 6A 01 00 A9 FE 01 04 27 00 00 ...... o
00 6D 04 67 00 02 23 04 FO 00 02 D2 FF 53 4D 42 .mg..#...... B
06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
00 00 00 00 00 60 24 2D 00 00 00 00 01 06 00 OD ..... S
00 04 5C 43 4F 50 59 44 45 53 54 2E 34 00 ..\ OOPYDEST. 4.

B.6.3 ISH

In questo caso ci troviamoin presenzadi un pacchetto | SO 9542 ES-1Sdi tipo | SH
(Intermediate System Hello). Si trattacioé di unrouter OSI (1S: Intermediate System)
cheinviain multicast lasuaidentitaagli End System (ES) affinchélainseriscano nella
loro router cache locale.

D.C
D.C

DLC
DLC
OLC
OL.C
LLC
LLC
LLC
LLC
CLNP:
QNP
CLNP:
CLNP:
CLNP:
CLNP:
CLNP
CLNP
CLNP:

CLNP:
QNP
oC

0000
0010

----- DLC Header -----

Franme 167 arrived at 00:48:10.0241; frame size is 60 (003C hex)

byt es.
Destination = Mil ti cast 09002B000004
Sour ce = Stati on DEChet 00F57D

802.3 length = 29

----- LLC Header -----

DSAP = FE, SSAP = FE, Command, Winunbered frame: U
----- I SO Network Layer -----

Protocol 1D = 82 (I1SO Routing Exchange Protocol)
Header length = 26

Version / Protocol ID extension = 01

PDU type: Internediate Systemtello (ISH
Holding tine is 30 seconds

Checksum = 0000

Network entity title: 470020001FAA000400F57000
(1'SO 6523-130 Bi nary fornat)

Suggested ES configuration tiner = 600

Frane paddi ng= 17 bytes

HEX AQ |

09 00 2B 00 00 04 AAO0O 04 00 F5 7D00 IDFEFE ..+ ....... |
03 82 1A 01 00 04 00 1E 00 00 OC 47 00 20 00 1F ........... G
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0020 AA 00 04 00 F5 7D 00 G5 02 02 58 00 00 00 00 QO ..... oo X
0030 00 00 00 00 00 OO0 OO OO 00 OO OO OO .. .....o....

B.7 SNAP-PDU

Le SNAP-PDU sono delle particolari PDU di livello 2 LLC che servono ad
imbustare nel campo dati LL C un protocollo non standard. LLC-DSAPeLLC-SSAP
assumonoil valoreesadecimale AA edopoil campo control sonoinseriti 3bytedi OUI
e 2 byte di protocol type.

B.7.1 AppleTalk

Nel pacchetto che segue vediamo che lo SNAP header contiene un vendor ID o
OUI =080007, corrispondentealladittaApple, eun protocol typeo SNAPtype=809B,
corrispondente al protocollo AppleTalk.

opc  ----- DL.C Header -----

D.C

DLC Frame 30 arrived at 00:03: 36. 9210; frame size is 60 (003C hex)
byt es.

DLC Destination = Milticast 090007FFFFFF

ODLC  Source = Stati on 00800300146D

DLC 802.3 length = 43

D.C

LLC  ----- LLC Header -----

LLC

LLC DSAP = AA SSAP = AA Command, Unnunbered frane: U
LLC

SNAP: Vendor | D = 080007 (Appl e)
SNAP: Type = 809B (Appl eTal k)
SNAP: [35 byte(s) of data]

DLC Franme paddi ng= 3 bytes

ADDR  HEX A |

0000 09 00 O7 FF FF FF 00 80 D3 00 14 6D 00 2B AAAA ........... m+. .
0010 03 08 00 07 80 9B 00 23 00 OO 00O 00 O3 AS FF B ....... #ooooo..
0020 01 01 01 03 A5 08 CB0O3 84 80 03 E8 82038480 ..................
0030 03 EB 82 03 E9 0003 EB 00000O0OCO  ............
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B.7.2 DEC MOP

I MOP e il Maintenance Operation Protocol della Digital. Il suo header SNAP
contieneun OUI = 08002B corrispondenteaDigital Eq. Corp. eun protocol type =6002
corrispondente al protocollo DEC MOP RC.

opc  ----- DL.C Header -----

D.C

DLC Frame 6 arrived at 00:09: 05.8256; frane size is 73 (0049 hex)
byt es.

DLC Destination = Milticast AB0000020000

DLC  Source = Station DEC 3761DF, CENSAL

DLC 802.3 length = 59

D.C

LLC  ----- LLC Header -----

LLC

LLC DSAP = AA SSAP = AA Command, Unnunbered frane: U
LLC

SNAP: Vendor | D = 08002B
SNAP: Type = 6002 (DEC MCP RO
SNAP: [51 byte(s) of data]

ADDR  HEX A |

0000 AB 00 00 02 00 00 08 00 2B 37 61 DF 00 3B AAAA ........ +7a. . ;..
0010 03 08 00 2B 60 02 07 00O 00 00 01 00 03 04 00 00 ...+ ...........
0020 02 00 02 41 00 64 00 01 AA90 01 0101070006 ...Ad..........
0030 08 00 2B 37 61 DF OA0O0 10 W 6DOD DB BF 7B CD ..+7a..... m..{.
0040 OL FFFFFFFFFFF3C 10 ... <.

B.8 NOVELL NETWARE

Il protocollo Novell Netware usaalivello 3il protocollo IPX derivato da Xerox
XNS. Lacaratteristicaatipicadi |PX équelladi poter usarediversi tipi di imbustamento
alivello 2. Novell puo infatti sfruttare Ethernet, ed alora indica un protocol type
uguale a 8137, ma puo sfruttare anche 802.3 senza usare la busta 802.2.

Questa seconda possibilita & evidenziata nei due esempi che seguono.

B.8.1 Open file

Unabusta 802.3 dovrebbe sempre contenere una busta 802.2. Questo nel caso di
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IPX nonsi verifica, in quanto dopo il campo length dellabustaMAC 802.3 troviamo
subitoil pacchetto IPX. Questaeccezione viene discriminatain ricezionein quanto la
busta IPX iniziasempre con 16 bit detti di checksum, maposti sempre uguali al. Se
labustalPX venisseinterpretatacomebustalLLC si avrebbeun LLC-SSAPugualea
FF, cioé broadcast che & chiaramente impossibile.

bopc  ----- DLC Header -----

o.C

DLC Frame 5 arrived at 09:23:17.6181; frane size is 72 (0048 hex)
byt es.

DLC Destination = Station 3Com 7AECS3

DLC  Source = Sation 3Com 7AEGGE

DLC 802.3 length = 58

oC

XNS,  ----- XNS Header -----

XNS:

XNS:  Checksum = FFFF
XNS:  Length = 57

XNS:  Transport control = 00

XNS: 0000 .... = Reserved

XNS: .... 0000 = Hop count
XNS:  Packet type = 17 (Novel | NetVére)
XNS:

XNS:  Dest net = 00000001, host = 000000000001 (PCLI-LA B),
socket = 1105 (Net Vére Server)

XNS:  Source net = 00001000, host = 02608C7TAEXGE, socket = 16387
(4003)

XNS,  ----- Novel | Advanced Net\VWare -----

XNS:  Request type = 2222 (Request)
XNS:  Seq no=14  (Connection no=1 Task no=7

XNS;

NCP ----- Qoen File Request -----
NCP.

NCP: Request code = 76

NCP.

NCP: Dr handle = 03

NCP: Search attribute flags = 06

NCP: ... .1. = 9ystemfiles all oned

NCP: ... ..1. =Hdden files all oned

NCP: Desired access rights = 13

NCP: 000. = Not defined

NCP: ...1 .... = Exclusive (single-user node)
NCP: .... 0... =Alowothers to open for witing
NCP: .... .0.. = Alowothers to open for reading
NCP: ... ..1. = Qpen for witing

NCP: .... ...1 = Qpen for reading
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NCP: File name = "/ M3A / DATAOL. LGG'

NCP

NCP: [Normal end of NetVére "Qpen File Request" packet.]

NCP

ADDR  HEX A |

0000 02 60 8C7AEC53 0260 8C7AECG6EOQ0 BAFFFF . .z.S " .z.n.:..
0010 00 39 00 11 00 00 00 01 00 00 00 00 00 01 04 51 .9............. Q
0020 00 00 10 00 02 60 8C 7A EC6E 40 03 22 22 OE 01 ..... .z.n@""..
0030 07 00 4C03 06 13 10 2F 4D 47 41 49 2F 44 41 54 ..L..../MA/DAT
0040 41 30 31 AE 4C 4F 47 49 ADL. L3

B.8.2 Login request

Il pacchetto seguente contiene unalogin request di un client Novell su un server
Novell, imbustatain un protocollo NCP, imbustato in IPX, imbustato direttamentein
802.3. Si notino gli indirizzi IPX che sono gerarchici su duelivelli (net e host).

D.C
D.C
D.C

oC
oC
oC
o.C
XNS:

----- DLC Header -----

Frame 9 arrived at 13:58:56.6606; frane size is 66 (0042 hex)
byt es.

Destination = Station 3Com 217692

Sour ce Station 3Com 119421

802.3 length = 52

Checksum = FFFF

Length = 51
Transport control = 00
0000 .... = Reserved
0000 = Hop count

Packet type = 17 (Novel | Net\Wére)

Dest net = 00217692, host
(Net Wre Server)

Source net = 00217692, host
(4001)

02608C217692, socket = 1105

02608C119421, socket = 16385

----- Novel | Advanced Net\VWare -----

Request type = 2222 (Request)
Seq no=78  Connection no=4 Task no=1

----- Logi n Request -----
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NCP: Request / sub-function code = 23,0

NCP: Nane = "DAN'
NCP: Password = "Q.| DE*"

NCP.

NCP: [Normal end of NetVére "Login Request” packet. ]

NCP.

ADDR  HEX AQ |

0000 02 60 8C21 76 92 02 60 8C 11 94 21 00 34 FF FF . .lv.. ...!1. 4.,
0010 00 33 00 11 00 21 76 92 02 60 8C21 76 92 04 51 .3...!v.. .!v..Q
0020 00 21 76 92 02 60 8C 11 94 21 40 01 22 22 4E04 .!v.. ...!@""N
0030 01 00 17 00 OC 00 03 44 41 AE 06 47 AC 49 44 45 ....... DAN QLI DE
0040 2A 00 *,

B.9 VINES

Banyan Vines é un sistema operativo di rete concorrente di Novell Netware e di
Microsoft LAN Manager.

B.9.1 Mail service

Il pacchetto seguente contiene in una busta Ethernet il livello 3 Vines IP, che
contiene unabustaVIPC (VinesInterprocess Communications Protocol), che contie-
ne una busta Matchmaker, che contiene una busta di mail service.

opc  ----- DL.C Header -----

D.C

DLC Frame 2 arrived at 15:08:02.7842; frane size is 110 (006E hex)
byt es.

DLC Destination = Station 007400300000

DLC Source = Station 3Com 177746

DLC Ehertype = OBAD (Banyan M NES)

D.C

MP ----- MINES | P Header -----

VP

M P. Checksum = FFFF (Nul | checksun)
M P. Packet length = 96

M P

M P. Transport control = 1F

M P 00. . = lhused

M P .. 0. = Do not return netric notification packet
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VP ...1 .... = Return exception notification packet
M P .... 1111 = Hop count renaining (15)
M P

M P. Protocol type = 1 (Interprocess Commni cations Protocol - M PC
VP

M P. Destination network. subnetwor k = 01000003. 0001

M P. Source networ k. subnet wor k 001EB6AF. 80DE
VP

MPC ----- VI NES | PC Header -----

M PC

M PC Source port = 025D

M PC. Destination port = 0004

M PC

M PC Packet type = 1 (Data)

M PC

M PC Control = 60

M PC O... = Do not send i mmedi ate acknow edgnent
MvMPC 1. = End of nessage

MPC ..1. .... = Beginning of message

MPC ...0.... = Do not abort current nmessage
MPC .... 0000 = Unused

VI PC

M PC. Source connection ID = 0111

M PC Destination connection | D= 002D

VI PC

M PC. Sequence nunber =7

M PC. Acknow edgrent nunber = 6

VI PC

M PC Length = 62

VI PC

MATCH  ----- VI NES MATCHVAKER Header -----
MATCH

MATCH Packet type = 0 (Call)

MATCH

MATCH Transaction | D =0

MATCH  Pr ogr am nunber =0

MATCH  Ver si on nunber =1

MATCH Procedure val ue =4

MATCH Procedure argunents = 81 00 06 8A 00 1F .
MATCH

MAL: ----- VINES MAl L SERVI CE Header -----
MA L

MAl L: Mat chraker packet type = 0 (Gall)
MAIL: Procedure value = 4 (Any Changes?)

MAl L:

MAl L:

ADDR HEX A |

0000 00 74 00 3D 00 00 02 60 8C 17 77 46 OBADFF FF .t.=... .. Wk ...
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0010
0020
0030
0040
0050
0060
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00 60 1F 01 01 00 00 03
02 5D 00 04 01 60 01 11
00 00 00 00 00 00 00 00
00 1F 50 61 75 6C 20 4A
38 36 2B 50 43 58 40 43
74 00 00 07 47 65 6E 65

B.10 BRIDGE PDU

000100 IE86 AFS8ODE . ..............
00 2D00 07 00 06 00 3E .]... ...-..... >
00 01 0004810006 8A ................
61 63 6B 73 6F 6E 40 33 .. Paul Jackson@
6F 6E 76 65 72 67 65 6E 86+PCX@onver gen
72 61 6C 00 D1 BB t...Ceneral...

Le Bridge PDU sono le PDU generate dal protocollo spanning tree dei bridge
(capitolo 10). Nel casoin esamesi trattadi unaPDU 802.3 contenenteunaPDU 802.2
con LLC-SAPugualea4?2 esadecimale. LaPDU 802.3 éinviatain multicast al MAC
address 01-80-C2-00-00-00.

In questo caso laBridge PDU é stata catturatasu unaL AN direttamente connessa
al root bridge, come appare evidente dal fatto che gli indirizzi del root bridge (root
bridge ID) e del bridge che ha trasmesso la PDU (sending bridge ID) sono identici.

InparticolarelaLAN su cui é stata catturatalaPDU eraconnessaallaporta 3 del

bridge.

opc  ----- DL.C Header -----

D.C

DLC Frame 1 arrived at 00:01: 44.1485; frane size is 60 (003C hex)
byt es.

DLC Destination = Milticast 0180C2000000

DLC Source = Station DEC 28Cr24

DLC 802.3 length = 38

D.C

LLC  ----- LLC Header -----

LLC

LLC DSAP = 42, SSAP = 42, Command, UWnhnunbered frane: U

LLC

BPDU ----- Bridge Protocol Data Uhit Header -----

BPDU

BPDU Protocol Identifier = 0000

BPDU  Protocol Version = 00

BPDU

BPDU BPDU Type == 00 (Configuration)

BPDU

BPDU BPDU Fl ags = 00

BPDU 0... .... = Not Topol ogy Change Acknow edgrent

BPDU . 000 0000 = Unused

BPDU:

BPDU Root Identifier = 0080. DEC  28C723

BPDU Priority = 0080
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BPDU MAC Address = DEC  28Cr23

BPDU

BPDU Root Path Cost =0

BPDU

BPDU Sending Bridge Id = 0080. DEC  28C723. 0003

BPDU Priority = 0080

BPDU MAC Address = DEC 28Cr23

BPDU: Por t = 0003

BPDU

BPDU  Message Age =0.0 seconds

BPDU Information Lifetine = 1920.0

BPDU Root Hello Tine = 128.0

BPDU  Forward Del ay = 1920.0

BPDU

DLC Franme paddi ng= 8 bytes

ADDR  HEX A |

0000 01 80 C2 00 00 00 08 00 2B 28 C7 24 00 26 42 42 ........ +(. $. &BB
0010 03 00 00 00 00 OO0 00 80 08 00 2B 28 C7 230000 .......... +(. #..
0020 00 00 00 80 08 00 2B 28 C7 23 00 03 00 00 OF OO ...... . #Ho.
0030 01 000F0000000000 OOOOOOOO .. .....on...
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